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● Led by Retired US Secret Service Agent K. Gus Dimitrelos & former 
National Security Agency Analyst Steven A. Williams

● Conducted more than 3000 Cyber and Cellular Investigations since 
1996 for more than 40 state, federal, and international law 
enforcement agencies including:
• US Secret Service - USSS
• Federal Bureau of Investigations – FBI
• Immigration Customs Enforcement - US-ICE 
• Environmental Protection Agency - EPA 
• Drug Enforcement Administration – DEA
• Alcohol Tobacco and Firearms – ATF
• Mexican Federal Police
• Jamaican National Police
• Colombian CTI and DIJIN

Fighting Back



Subject Matter Experts for the US State Department, 
Cyber anti-Terrorism and Bureau of International 
Narcotics and Law Enforcement Affairs (INL) Program 
and have completed over 100 task orders in more than 
30 countries including: 

Department of State 
Cyber anti-Terrorism Program

Jamaica, Pakistán, Kenya, Uganda, Bosnia, Bahamas, 
Mexico, Chile, Uruguay, Ecuador, Turkey, Colombia, 
Antigua, Trinidad, Malaysia, Philippines, Indonesia, 
Thailand, India, Egypt, Azerbaijan, Jordan, Morocco, 

Bahrain, Greece



Cyber Expert on the CW Show Couples 
Court with the Cutlers



Gaining Knowledge - Firewalls

Purchasing a Home Firewall is a great Place 
to Start



Home Firewall Comparison

Models reflected above may not be the newest ones available



Fighting Back -  Anti-Everything

▪ Even though anti-malware software can be defeated, not having it 
installed, running and up-to-date is not an option

▪ Identify software which is multi-platform and easy to manage
▪ In 24 years have never endorsed a single product but after testing 

Bitdefender GravityZone I was extremely impressed with its business 
endpoint protection, alerting and reporting functions

▪ We are not resellers of the product and can only refer you to our contact 
persons to discuss its functions and costs   

▪ Rob CHOMKO rchomko@bitdefender.com

▪ Joseph SYKORA jsykora@bitdefender.com

▪ Elia COHEN ecohen@bitdefender.com

mailto:rchomko@bitdefender.com
mailto:jsykora@bitdefender.com
mailto:ecohen@bitdefender.com


Targeting Your Financial Accounts



Phishing Campaigns

• Creating your own company phishing 
campaign will prevent employee point and 
click mistakes and breaches

• One recommendation is to research options 
such as the company below

• https://www.knowbe4.com/ 

https://www.knowbe4.com/


Problem with anti-Virus 
and anti-Malware

     POLYMORPHIC – OBFUSCATION  

MIMIKATZ Original Digital Fingerprint:  
f3eb271434185f8c5c2cc80f90ce0ca1

By changing the Malware signature, AV Software may not detect it.

Digital Fingerprint Changed using free Hex Editor:            
3ababf95703545db30b6d8a1705251ed



Self-Diagnosis 
Pay MORE Attention to the Obvious Issues 

• Failed Logins
• Unexpected shut down or restart of systems
• Stops / Restarts of applications 

• Enabling and disabling the firewall
• AV and malware scanner stopped/started
• Running and stopping of processes



How We Respond To eMail



Most Effective Hack is “Real” Email 
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Which Leads To Normal Login Screen



To a Common File 
Downloading Account



Gaining Knowledge - Headers
To View Your Header Choose Your 

Email Provider

https://mxtoolbox.com/public/content/emailheaders/#targetText=Open%20the%20message%20you'd%20like%20to%20view%20headers%20for,click%20again%20and%20choose%20Copy.


100% Use of 
Two Factor Authentication



MFA/2FA/2FV
▪ Two factor AKA multi-factor authentication has been 

available for years
▪ Visit https://twofactorauth.org to identify if your 

organization offers Multi Factor Authentication 
▪ To setup MFA identify your host and follow the steps 

provided

https://twofactorauth.org
https://www.google.com/search?q=setup+mfa&oq=setup+mfa&aqs=chrome..69i57j0l5.2386j0j7&sourceid=chrome&ie=UTF-8


Gaining Knowledge - Patches

Always Check for Updates Each and Everyday



After All I Presented Do We All 
Wannacry #Petya

Déjà vu with NotPetya and the next ransomware strain.  

July 4th NOTPetya strain authors asked for 100 bitcoin payments 
(roughly $256,000) in exchange for the private key to decrypt files 
encrypted with the NotPetya ransomware.  They provided a link to a 
dark web chatroom where people could contact them.



Since 2015, Our Assessments reveal all 
XP Systems are Compromised…

Windows 7 to Follow

Users who do not own the knowledge of securing their data are in effect 
voluntarily giving their data away



Virtual Private Networks VPNs 

Be Invisible



Always Protect Your WiFi Activity

● Use your Mobile Hotspot as the WiFi NOT Public Ones
● Most VPN providers in the USA are trusted
● View 12 VPN Providers and Options

https://www.techradar.com/vpn/best-vpn


Internet of Things (IoTs)

• Many third party Wi-Fi network devices such 
as thermostats, voice control (Alexa, Suri, 
Google Assistant), appliances can cause a 
data breach because it is normally tied to a 
network which contains your sensitive data

• https://www.abcactionnews.com/news/local-n
ews/i-team-investigates/privacy-threat-smart-s
peakers-may-be-recording-you-even-when-no
t-being-used

https://www.abcactionnews.com/news/local-news/i-team-investigates/privacy-threat-smart-speakers-may-be-recording-you-even-when-not-being-used
https://www.abcactionnews.com/news/local-news/i-team-investigates/privacy-threat-smart-speakers-may-be-recording-you-even-when-not-being-used
https://www.abcactionnews.com/news/local-news/i-team-investigates/privacy-threat-smart-speakers-may-be-recording-you-even-when-not-being-used
https://www.abcactionnews.com/news/local-news/i-team-investigates/privacy-threat-smart-speakers-may-be-recording-you-even-when-not-being-used


Getting in Touch With Us

 
Gus@CyberForensics.com

www.CyberForensics.com

mailto:Gus@Cyberforensics.com



